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Developing an information security program that adheres to the principle of security as a business enabler
must be the first step in an enterprise’s effort to build an effective security program. Following in the
footsteps of its bestselling predecessor, Information Security Fundamentals, Second Edition provides
information security professionals with a clear understanding of the fundamentals of security required to
address the range of issues they will experience in the field.

The book examines the elements of computer security, employee roles and responsibilities, and common
threats. It discusses the legal requirements that impact security policies, including Sarbanes-Oxley, HIPAA,
and the Gramm-Leach-Bliley Act. Detailing physical security requirements and controls, this updated edition
offers a sample physical security policy and includes a complete list of tasks and objectives that make up an
effective information protection program.

Includes ten new chapters●

Broadens its coverage of regulations to include FISMA, PCI compliance, and foreign requirements●

Expands its coverage of compliance and governance issues●

Adds discussions of ISO 27001, ITIL, COSO, COBIT, and other frameworks●

Presents new information on mobile security issues●

Reorganizes the contents around ISO 27002●

The book discusses organization-wide policies, their documentation, and legal and business requirements. It
explains policy format with a focus on global, topic-specific, and application-specific policies. Following a
review of asset classification, it explores access control, the components of physical security, and the
foundations and processes of risk analysis and risk management.

The text concludes by describing business continuity planning, preventive controls, recovery strategies, and
how to conduct a business impact analysis. Each chapter in the book has been written by a different expert to
ensure you gain the comprehensive understanding of what it takes to develop an effective information
security program.
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From reader reviews:

Joan Rogers:

Do you have favorite book? Should you have, what is your favorite's book? E-book is very important thing
for us to understand everything in the world. Each reserve has different aim or goal; it means that book has
different type. Some people really feel enjoy to spend their time to read a book. They can be reading
whatever they take because their hobby is definitely reading a book. Consider the person who don't like
reading a book? Sometime, man or woman feel need book when they found difficult problem or even
exercise. Well, probably you will need this Information Security Fundamentals, Second Edition.

Marco Roy:

The publication with title Information Security Fundamentals, Second Edition posesses a lot of information
that you can discover it. You can get a lot of help after read this book. This kind of book exist new
information the information that exist in this book represented the condition of the world now. That is
important to yo7u to know how the improvement of the world. That book will bring you with new era of the
globalization. You can read the e-book on your smart phone, so you can read the item anywhere you want.

Bryant Davidson:

A lot of people always spent their own free time to vacation or go to the outside with them family or their
friend. Do you know? Many a lot of people spent these people free time just watching TV, or even playing
video games all day long. If you want to try to find a new activity here is look different you can read the
book. It is really fun in your case. If you enjoy the book that you read you can spent all day long to reading a
reserve. The book Information Security Fundamentals, Second Edition it doesn't matter what good to read.
There are a lot of people that recommended this book. These people were enjoying reading this book. Should
you did not have enough space to develop this book you can buy the e-book. You can m0ore effortlessly to
read this book through your smart phone. The price is not very costly but this book features high quality.

Marc Dean:

Don't be worry if you are afraid that this book will certainly filled the space in your house, you could have it
in e-book approach, more simple and reachable. This kind of Information Security Fundamentals, Second
Edition can give you a lot of good friends because by you investigating this one book you have point that
they don't and make a person more like an interesting person. This specific book can be one of one step for
you to get success. This e-book offer you information that might be your friend doesn't realize, by knowing
more than some other make you to be great individuals. So , why hesitate? Let me have Information Security
Fundamentals, Second Edition.
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